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KTAM.00050-03

[TPUYMHA Y TBepKaeHUE BHELIHEro uHTepdeiica K(;H
YKA3AHHWA O 3A/IEJIE He otpaxaetcs
Yo A O [locae npoBeaeHus KOHTPOIs
BHEJPEHWN
[TPUMEHAEMOCTD KT5M.00050-03
PA3OCIJIATb OCB Poccuu, OO0 «LICH», OO0 «KPUITTO-ITPO»
[TPUIJIOXKEHHE IlepedeHb BBI3OBOB. ..
NU3M: COHAEPXAHUWE MUBMEHEHNW A

XKTAAKM.00050-03 90 05. PykoBoacTBO nporpaMMHUCTa.
HoGasnen n.4 «Mcnoab3oBaHue nporpaMMHbIX HHTEpdEHCOB», UMEIOIIMHI Ccleayrolee
coJepKaHue:

«Pa3pabotka nporpammuoro obecneuenust Ha ochoe CK3U «Kpuntollpo CSP»
v. 3.6.1 ¢ yuetom n. 1.5 @opmynapa XKTAN.00050-03 30 01 moxer npou3BoAUTLCS Oe3
cosganus Hoebix CK3M B ciyyae ucnosib30BaHMSI BBI30OBOB M3 TMPHBEACHHOTO HHKE
NepeYHs B COOTBETCTBUHU C JOKYMEHTaLUEH.

B ciyudae ucrnonb3oBaHMsT MPOYMX  BBI3OBOB  HEOOXOAMMO  MPOM3BOJMTH
pazpaboTky otaensHoro CK3M B cooTBeTcTBHM ¢ AeiicTBYIOlIEH HOPMATHBHOM 0a3oii (B
yacTHOCTH, ¢ [loctanoBnenuem IlpaBurtenscrBa Poccuiickoit @enepaunu ot 16 anpens
2012 r. Ne 313 wu Ilonoxkenuem o pa3paGoTke, MPOU3BOJACTBE, pealu3alud U
SKCIIyaTauMy MHQPOBAIBbHBIX (KpUNTOrpadryecKuX) CpeiCTB 3allUThl MHOOPMALUK
(ITonoxenue 11K3-2005)) ...»

IIpumeuanue: nepeyeHb BBI30BOB, C UCIOJb30BAHHEM KOTOPBIX JIOMYCKAETCsl MPOBOAUTH
pa3zpaboTtky cucteM Ha ocHoBe CK3M «Kpumnrollpo CSP» v. 3.6.1 ¢ yuerom m. 1.5
Dopmynsapa XKTAM.00050-03 30 01 Ge3 cozmanus Hororo CK3W, npuBeaeH B
IIpunoxenun 1 k U3peweHuto.

COCTABHIJI

MOIIHHWHA JT.A. H.KOHTPOIJIb

M3MEHEHUE BHEC MOIIHWHA JI.A. 28.03.2016




MN3BEIIEHUE

KTM.00050-03.1-2016 et 2
N3M: COJEPXXAHMWE U3MEHEHIM A
KTAN.00050-03 30 01. Gopmyssp
B Tab6muipr «KoMIuiekTHOCTE UcIonHeHud 3» U «KOMIUIEKTHOCTE HCIONHEeHUs 4y noOaBiieH
Secure Pack Rus Bepcus 3.0.
Crapast pemaKImus: «...
Kpuntolpo EFS. ®opmynsap. XKXTAN.00051-01 30 02
Secure Pack Rus Bepcus 3.0. dopmynsap. EAPM.5090005.032-01 30 01
.
2 Hogas pepgakuus: «...
KpunTtolpo EFS. ®opmMynsp. XTAKM.00051-01 30 02
Secure Pack Rus Bepcusa 3.0. EAPM.5090005.032-01
Secure Pack Rus Bepcusa 3.0. dopmynsp. EAPM.5090005.032-01 30 01
L
B Ilpumeuanun 1 yrounena sepcust C31 Secret Net 6.
Crapas pepakuusi: «C3U Secret Net 6.»
Hogas pemaxmus: «C3U Secret Net 6 (Bepcun 6.5.333.100).»
KTAN.00051-01 30 02. Dopmysip
3 B 1.3 «OcHOBHBIE XapaKTEepUCTUKN yOpaHa CTpoKa!
«- mmdposanne odmmx ¢aitnos (CIFS);»
IMTox xouTposs nenoctaoctd Ha OC Windows ycTaHOBIEHBI Clieayiomye OnOIHOTEKH:
crypt32.dll, inetcomm.dll, wininet.dll, schannel.dll, winscard.dll, cryptsp.dil, sspicli.dll,
kerberos.dll
JKTSM.00050-03 90 02-08. Kpunrollpo CSP. PykoBojacTBO agMuHHCTpaTOpa O€30MaCHOCTH.
HUcnone3oBanne CK3U nox ynpasneanem OC Windows
JKTSM.00050-03 90 02-01. Kpunrollpo CSP. PykoBojacTBO agMuHHCTpaTOpa O€30MaCHOCTH.
UcnonwszoBanne CK3U knacca 3anutel KC3 nog ynpasineanem OC Windows
Hogas penakuus:
«...Windows 2000/2003 32-bit:

e accord.dll, apmdz.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll,
cpespi.dll, cpespr.dll, cpdrvlib.sys, cpet.dll, cpExSec.dll, cpext.dll, cpintco.dll, cpkdc.dll, cpkrb.dll, cplicmgmt.dll, cpmail.dll,
cpMSO0.dll, cpoutim.dll, cprastls.dll, cprdr.dil, cprevchk.dll, cprndm.dll, CProCtrl.sys, CProDs64.dIL.IA, CProDspr.dIl.IA, cpschan.dll,
cpsecur.dll, cpssl.dll, cpsslsdk.dll, spsspap.dll, cpsuprt.dil, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll, csptest.exe, dallas.dll,

4 detoured.dll, ds199x.dll, dsrf.dll, emv.dll, esmarttoken.dll, etok.dll, fat12.dll, genkpim.exe, inpapspot.dll, isbc.dll, jcard.dll, pcsc.dll,

pkimgmt.dll, pkivalidator.dll,reg.dll, reprovmgmt.dll, ric.dll, rtsupcp.dll, sable.dll, setuptest.exe, snet.dll, usbccid.sys,
winlogonmgmt.dll, wipefile.exe, crypt32.dll, inetcomm.dll, wininet.dll, schannel.dll, winscard.dll, kerberos.dlII.

AononHutenbHo ansa Windows Vista/7/2008/2008R2/8/2012
e cpcng.dll, cpenroll.dll, cpksp.sys, cryptsp.dll, sspicli.dll.
Windows 2003 Itanium (x86)

® bio.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cperypt.dll, cpesp.dll, cpespi.dll, cpespr.dll, cpenroll.dll, cpExSec.dll,
cpext.dll, cpintco.dll, cpmail.dll, cpMSO.dIl, cpoutim.dll, cprdr.dll, cprevchk.dll, cprndm.dll, cpschan.dll, cpsecur.dll,cpssl.dll,
cpsslsdk, cpsspap.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll, csptest.exe, detoured.dll, dsrf.dll, emv.dll, fat12.dll,
genkpim.exe, pcsc.dll, reg.dll, ric.dll, setuptest.exe, snet.dll, wipefile.exe, crypt32.dll, inetcomm.dll, wininet.dll, schannel.dll,
winscard.dll, kerberos.dll.

Windows 2003 Itanium (ia64)

® bijo.dll, cpadvai.dll, cpcertocm.dll, cpeng.dll, cpconfig.cpl, cpcrypt.dil, cpesp.dll, cpespi.dll, cpespr.dll, cpdrvlib.sys,
cpext.dll, cpintco.dll, cpmail.dll, cprdr.dll, cprevchk.dll, cprndm.dll, CProCtrl.sys, CProDs64.dll, CProDspr.dll, cpschan.dll,
cpsecur.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, csptest.exe, detoured.dll, dsrf.dll, emv.dll, fat12.dll, pcsc.dll, reg.dll,
ric.dll, setuptest.exe, snet.dll, wipefile.exe; cpssl.dll, cpsspap.dll, crypt32.dll, inetcomm.dll, wininet.dll, schannel.dll, winscard.dll,
kerberos.dll.
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Windows 2003 64-bit (x86)

e accord.dll, apmdz.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll,
cpespi.dll, cpespr.dll, cpenroll.dll, cpet.dll, cpExSec.dll, cpext.dll, cpintco.dll, cpkrb.dll, cpkde.dll, cpkrb.dll, cplicmgmt.dll, cpmail.dll,
cpMSO.dll, cpoutim.dll, cprastls.dll, cprdr.dil, cprndm.dll, cprevchk.dll, cpschan.dll, cpsecur.dll,cpsuprt.dil, cprndm.dll, cpssisdk.dll
cpui.dll, cpverify.exe, cpwinet.dll, coXML5.dll, csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll, esmarttoken.dll,
etok.dll, fat12.dll, genkpim.exe, inpaspot.dll, isbc.dll, jcard.dll, pcsc.dll, pkimgmt.dll, pkivalidator.dll, reg.dll, reprovmgmt.dll, ric.dll,
rtsupcp.dll, sable.dll, setuptest.exe, snet.dll, winlogonmgmt.dll, wipefile.exe; cpssl.dll, cpsspap.dll, crypt32.dll, inetcomm.dll,
wininet.dll, schannel.dll, winscard.dll, kerberos.dll.

AononHutenbHo ana Windows Vista/7/2008/2008R2/8/2012
e cpcng.dll, cpenroll.dll, cryptsp.dll, sspicli.dll.
Windows 2003 64-bit (amd64)

e accord.dll, apmdz.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpconfig.cpl, cpcrypt.dll, cpcsp.dll,
cpespi.dll, cpespr.dll, cpenroll.dll, cpet.dll, cpext.dll, cpintco.dll, cpkrb.dll, cpkdc.dll, cpkrb.dll, cplicmgmt.dll, cpmail.dll, cpoutim.dll,
cprastls.dll, cprdr.dll, cprevchk.dll, cprndm.dll, CProDs64.dll, CProDspr.dll, cpschan.dll, cpsecur.dll,cpsuprt.dll, cprndm.dll, cpui.dll,
cpverify.exe, cpwinet.dll, csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll, esmarttoken.dll, etok.dll, fat12.dll,
genkpim.exe, inpaspot.dll, isbc.dll, jecard.dll, pcsc.dll, pkimgmt.dll, pkivalidator.dll, reg.dll, reprovmgmt.dll, ric.dll, rtsupcp.dll,
sable.dll, setuptest.exe, snet.dll, winlogonmgmt.dll, wipefile.exe; cpssl.dll, cpsspap.dll, crypt32.dll, inetcomm.dll, wininet.dll,
schannel.dll, winscard.dll, kerberos.dIl.

AononHuntenbHo ana Windows Vista/7/2008/2008R2/8/2012
® cpcng.dll, cpenroll.dll, cpksp.sys, cryptsp.dll, sspicli.dll.
Ona nobasneHns Noa KOHTPO/Ib LLeJIOCTHOCTU caeaytowmnx ¢annos:
crypt32.dll, inetcomm.dll, wininet.dll, schannel.dll, winscard.dll, cryptsp.dll, sspicli.dll,
kerberos.dll.
HEO6XO,£],MMO reg—cbaﬁn AaHHOro BMAaa MMNOpPTUPOBATb B peecTp.
[na 64paspagHbIX CUCTEM:
Windows Registry Editor Version 5.00
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\CProIntegrity]
"HaltFileCorrupt"=dword:00000000
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\CProIntegrity\
system\ {HazBaHue OubimoTexu} ]
"Path"="C:\\Windows\\SysWOW64\\ {HazBaume O6mbIuOTEKM}"
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\CProIntegrity\
system\ {HazBauve OubnmoTeku}.64]
"Path"="C:\\Windows\\system32\\ {HazBaumne 6mbauoTexm}"
Insa 32pas3psalHEIX CUCTeM HeoOxonuMa TOJIbKO OIOHa CTpoKa IJisg KaxIoy OMOJIMOTEeKM:
[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session Manager\CProIntegrity\
system\ {HazBaHue OubimoTexu} ]
"Path"="C:\\Windows\\system32\\ {Ha3Baure OGubanoTexm}"
3aTeMm HeO6XOI[V[MO B KOMaHI[HOVI CTPOKE OT MMEHM aIMMHMCTPpAaTOpPa BEHEIIOJIHMTE KOMaHOY :

cpverify -rm system.»

[pekpammena nmoyiepskka margopmer Windows XP.

BHeceHbl I3MEHEHHS B JIOKYMEHTAIHIO:

KTAN.00050-03 30 01. @opmymsp, XKTAN.00050-03 90 01. Onucanue peanusanumy,
JKTSI.00050-03 90 02. PykoBojicTBO aaMuHHCTpaTopa O0e3omacHocTH. O0Ias 4acTh,

5 JKTSIM.00050-03 90 02-01. PykoBoactBo anMuuuctparopa 6ezomacuoctu. CK3U kiacca
3amuthl KC3 no ynpasneanem OC Windows, XKTAM.00050-03 90 02-08. PykoBoncTBo
agMuHHEcTparopa 6e3onacaoctu. Windows, XKT1M.00050-03 90 04, APM BBIpaOOTKHM BHEIIHEH
rammsl, JKTAM.00050-03 90 07. IIpunokeHne KOMaHIHON CTPOKH JUISI TIOATIMCH U ITU(POBAHUS
¢aiinos.

Hogas penakmus: «...Windows 2003/Vista/2008/7/2008R2/8/2012 (ia32, ia64, x64)».




[Tpunoxenue 1.
[TepeueHb BBI30BOB, C UCTIOJIB30BAHUEM KOTOPBIX JJOMYCKAETCs TPOBOJUTH Pa3pabOTKy CHCTEM Ha
ocnoe CK3U «Kpunrollpo CSP» v. 3.6.1 ¢ yuetom 1. 1.5 @opmymspa XKTAM.00050-03 30 01 6e3
co3aanust HoBoro CK3MU.

OrpannyeHus Ha
DYHKIHA Onucanue HCIO0JIb30BaHUeE
ynkuun

OyHKINHM MTHEIAATU3ANMA 1 HACTPOI KM NpoBaiixepa

Oynknust CryptAcquireContext() HCTIOMb3yeTCsT IS
. CO3/IaHUs AECKPUIITOpA KPUIITOIIPOBalepa C IMEHEM
CryptAcquireContext P . pa xp p__ P

KJIIOUEBOr0 KOHTEHHEpa, OnpeeaEHHBIM IapaMeTpoOM

pszContainer

Oyuknus CryptReleaseContext() ucnonb3yercst st
CryptReleaseContext | ymameHus JeCKpUITOpa KPUITOIPOBaiizepa, CO3IaHHOTO
CryptAcquireContext().

anaBmleT CUCTYMKOM ACCKPUIITOPOB CO3AaHHOT'O

CryptContextAddRef .
yp CryptAcquireContext().
CryptEnumProviders [epeuncnenue ycTaHOBICHHBIX KPUIITOIIPOBAHIEPOB
CryptEnumProvider [epeuncnenue ycTaHOBICHHBIX THIIOB
Types KPHUITONPOBARIEPOB

CryptGetDefaultProv [TonyyeHne KOHTEKCTa MPOBaiiiepa, yCTaHOBICHHOTO B
ider CHCTEME 110 YMOJIYAHUIO

Oyukuus CryptGetProvParam() monyvaet napameTpbl

CryptGetProvParam N
KPUIITOTPOBaiiepa.
CryptSetProvParam ®yukuus CryptSetProvParam() yfTaHaBJII/IBaeT napameTpbl
KpHITONpOBaiiepa.
FreeCryptProvFrom OyHKIWS Hinonb3yeTCﬂ A yAEHUs JECKPUNITOPa
CertEx KpHIITONpoBaiiaepa, coznannoro CryptAcquireContext()
nnu yepe3 CNG.
CryptinstallDefaultC
ontext,
CryptSetProvider, DyHKIMK YIIPaBJIEHUS] KOHTEKCTOM MPOoBaiiaepa 1o
CryptSetProviderEx, YMOJTYaHUIO
CryptUninstallDefaul
tContext

DYHKINU TeHepalui U 00MeHa KJII0YaMu, co31aHie KOH(pUTypupoBaHue U yaajleHne KIoueil

Oyuxkuus CryptGenKey() rermepupyer ciryyaitHbie
CryptGenKey Kpunrorpadhuieckue KO UK KIIOYEBYIO TTapy
(3aKPBITHIH/OTKPBITHIN KIIIOYH).

CryptDestroyKey Oyukius CryptDestroyKey() yaoanser kirou,



http://msdn.microsoft.com/en-us/library/windows/desktop/aa379907(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379929(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379930(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379930(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379945(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379945(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd433873(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd433873(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380213(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380213(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380274(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380275(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380878(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380878(v=vs.85).aspx

nepenaBacMbii uepe3 napametp hKey. ITocne ynanenus
KJTFOY (AECKPUITOP KJIF0Ya) HE MOKET MCIIOIh30BaATHCA.

®ynkuus CryptExportKey() ucnonbesyercst aist skcrnopra

Pazpemeno
SKCIIOPTUPOBATH TOIBKO

CryptExportKey KpUNTOTpad@UIeCKUX KITI0UEH U3 KIIFOUEBOTO KOHTEIHEpa
KPHIITOIPOBAiiiepa, COXpaHssi UX B 3alIUIIEHHOM BHUJIC OTHKPBITBIC KITIOHH
P : " | (PUBLICKEYBLOB).
CryptGenRandom OyHKIus CryptGe[]Random(z 3anonHsieT Oydep
CITy4aiiHbIMH OaiiTaMu.
CryptGetKeyParam Oyukuus CryptGetKeyParam() Bo3BparaeT napamMeTpbl
KITIO4a.
Oyukiust CryptGetUserKey() Bo3Bpaiaet 1eCKpHITOP
CryptGetUserKey OJTHOM M3 JONTOBPEMEHHBIX KJIFOUEBBIX Tap B KIFOYEBOM

KOHTENHEpeE.

CryptimportKey

®Oyukust CryptimportKey() ucnons3yercs asst UMIopTa
KpunTorpadhuIecKoro Kirova u3 KIo4eBoro 61o0a B
KOHTEHHEp KpUNTOIIpoBaiinepa.

Paspemeno
HMITIOPTUPOBATE TOJIBKO

OTKPBITHIE KIIIOYH
(PUBLICKEYBLOB).

CryptSetKeyParam

®Oyukust CryptSetKeyParam() ycranaBiuBaeT nmapamMmeTpsl
KJII0Ya.

Paspemeno
UCII0JIb30BaHUE TOJIBKO CO
CIICAYIOIIUMHU
CHUMBOJIbHBIMU
apryMeHTaMH:
KP_CERTIFICATE,
KP_CIPHEROID,
KP_DHOID,
KP_HASHOID.

@OyHKIUM 00padOTKN KpUNTOrpaduiecKux coooeHui

CryptSignMessage

Oynxiusa CryptSignMessage co3faet Xa1 OnpeAesIeHHOT0
COJZICpIKaHUs, IOATINUCBIBACT X311 U 3aTEM ITPONU3BOAUT
3aKOAMPOBAHHE U TEKCTa UCXOTHOTO COOOIICHHS, 1
IOAIIMCAaHHOI'0 X2IIa

Oynknus CryptVerifyMessage-Signature npoBepseT

CryptVerifyMessage
. 3IEKTPOHHO-IIU(DPOBYIO MOMUCH MMOAMMCAHHOTO
-Signature
COO0IIIeHUSI.
. ) CryptVerifyDetached-MessageSignature
CryptVerifyDetached YHIIME LIyptverily etacie gestg

-MessageSignature

HpOBEPSIET MOANUCAHHOE COOOIIEHHE, COIepKalIee
orcoeanneHnyto (detached) moarnucey win noaIUCH

CryptDecodeMessag OyHKIHA AEKOAUPYET, pacin(pOBBIBAET U IPOBEPSIET
e cooO1uieHue

CryptDecryptAndVe

rifyMessageSignatur OyHKIMS JEKOAUPYET U TPOBEPSIET COOOIEHIE
e



http://msdn.microsoft.com/en-us/library/windows/desktop/aa379910(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379910(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379914(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379914(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379914(v=vs.85).aspx

Oyukuusa CryptEncryptMessage 3amudpoBsiBaeT U

CryptEncryptMessa
yp g/p g MIPOM3BONT 3aKOANPOBAHNE COOOIICHISI. AYyTEHTHIHOCTE
coo0uIeHns He 00ecIeunBaeTCsl.
Oynkuusa CryptDecryptMessage mpou3BOIUT
packoAMpOBaHKE U pacur(poBaHue COOOLICHNUSI.
CryptDecryptMessag [TpoBepka ayTEHTHYHOCTH COOOIICHUS HE TPOU3BOIUTCSI.
€ Ilpumenanue: He nomyckaercss aBTOMaTUYECKUN aHATIU3
pe3ynbTaTta paboThl (GYHKIMH, HAPaBJICHHBIN Ha IPOBEPKY
KOPPEKTHOCTH COOOILICHHSI.
CryptGetMessageCer | @yHKIHs BO3BpAIlaeT XPAHUITUINE CEPTU(HUKATOB M CITUCKH
tificates AHHYJIMPOBAHHBIX CEPTU(HUKATOB U3 COOOIICHHUS

CryptGetMessageSig
nerCount

DyHKIUS BO3BPAIIAET KOJINYECTBO MOAMUCABIINAX
coo01IeHne

CryptHashMessage

OyHKIHA CO3/1aeT XAIIMPOBAHHOE COOOIIEHNE

CryptSignAndEncry
ptMessage

OyHKIMS CO31aeT MOMUCAHHOE U 3aITU(PPOBAHHOE
cooO1enue

CryptSignMessageW
ithKey

OYHKIUS CO37aeT MOAMUCAHHOE COOOIICHIE

CryptVerifyDetached
MessageHash

DyHKIMS IPOBEPSET OTKPEIJIEHHBIN X311l

CryptVerifyMessage
Hash

@YHKINA POBEPSIET XIUIMPOBAHHOE COOOIIEHNE

CryptVerifyMessage
SignatureWithKey

OyHKIMSI TPOBEPSET MOMHCAHHOE COOOIIEHNE

CryptMsgCalculate-

@ynkims CryptMsgCalculate-EncodedLength Berumcnsier
MaKCUMAaJIbHOE KOJIMYECTBO 0aiiTOB, HEOOXOIMMOE IS
3aKOIMPOBAHHOTO KPHIITOTPApUIECKOr0o COOOIIEHHS,

EncodedLength 3aJIaHHOT'O TUTIOM COOOIIEHHS, TapaMeTPpaMy KOJIUPOBAHUS
1 o0I1IeH JUTMHOW UH(pOPMAIIUU, KOTOPast JOJDKHA ObITh
3aKOAUPOBAHA.
Dynkumsa CryptMsgOpenToEncode oTkpeiBaeT
CryptMsgOpenToEn YHHI FYPEVISELP P
code KpunTorpaduyeckoe CooOIeHHe A1 3aKOAUPOBAHUS U
BO3BPAIIAET JECKPHUIITOP OTKPHITOTO COOOIICHHUS.
Dyukims CryptMsgOpenTo-Decode orkpsiBaeT
CryptMsgOpenTo- YK YPEVISELP P
Decode KpunTorpaduyeckoe CooOIIeHHE IS PACKOIUPOBAHMS U
BO3BpaIllaeT JIECKPUITOP OTKPBITOTO COOOIIEHMUS.
DOynakumst CryptMsgUpdate monmomaHsieT TEKCT
CryptMsgUpdate JHEH YPEVISELD
KpUNTOrpahnueckoro COOOIICHHS.
CryptMsgGetParam Oynkrusa CryptMsgGetParam morydaer mapameTp

co001IeHus Mmocie TOro, Kak Kpuntorpaduyeckoe
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http://msdn.microsoft.com/en-us/library/windows/desktop/aa379962(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa379962(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380074(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380074(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380203(v=vs.85).aspx
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coo0reHre ObUT0 PACKOIUPOBAHO MITH 3aKOAUPOBAHO.

CryptMsgControl

Oynknus CryptMsgControl BEIIOTHAET KOHTPOJIBHOE
JICHCTBHE.

CryptMsgClose

Oynknust CryptMsgClose 3akpbIBacT JeCKPUITOP
KpUTITOTpadUIeKoro COOOIICHIS.

CryptMsgDuplicate

Oynknus CryptMsgDuplicate ny6nupyet aeckpuntop
KpUNTOTpadhnIecKoro COOOIICHHS ITyTeM yYBETHICHUS
CUETYHKa CCHUIOK

DyHKUUH padoThl ¢ AJITOPUTMAMM X3 M POBAHUSA

Paspewmeno
HCTIONIb30BaHNE TOJBKO CO
CIIETYFOLIMH
CHMBOJIbHBIMHU
oy CryptCreateHash
CryptCreateHash H}(,)I::rl:i)&,)efm hyHKIIIN 291:;11/114 H(TLTHH;: 1;’[}(’):)5: CI;II){P;IE)? ’ ApryMerTaviL
yHKI P A ' CALG_GR3411,
CALG_GR3411_HMAC,
CALG_SHAREDKEY_H
ASH.
CryptDestroyHash Oyuxrmsa CryptDestroyHash() yaanser 00bekT hyHKINH
XIIIUPOBAHMSI.
®yukuus CryptDuplicateHash() cozgaér Tounyro koruro
CryptDuplicateHash 00beKTa QYHKIIUH XIIIMPOBAHUS, BKIIFOUAs BCE €T0
HepeMeHHBIE, OTIPEICISIONINE BHYTPEHHEE COCTOSHHIE
00beKTa (PYHKIIUU XIIIMPOBAHUS.
Oyuknus CryptGetHashParam() Bo3sparaet napamerpsi
CryptGetHashParam 00beKTa QYHKIMH XOUIMPOBAHUS U 3HaYCHUE (PYHKIMN
XOIINPOBAHMUSL.
CryptHashData Oyuxrms CryptHashData() nepenaér nannsie ykasaHHOMY
00BeKTY (DYHKITUH XIIUPOBAHUSI.
Paspemeno
UCIIOJIb30BaHUE TOJIBKO C
CHMBOJIbHBIMHU
o CryptSetHashParam
CryptSetHashParam ywieast SIyp oBEeKTa X5 0 y(C)TZHaBHHBaeT HApaMeTpet apryMeHTaMu
'BEKTa XDIIUPOBAHUSI.
P HP_HASHSIZE,
HP_OID/KP_HASHOID,
HP_OPEN.
Paspeweno
) UCIIOJIb30BaHUE TOJIBKO C
_ ®ynkuus CryptSignHash() Bo3Bpamniaer 3HaueHne JIECKPHIITOPAMH KITIOUEH,
CryptSignHash AJIEKTPOHHOM MUPPOBOH MOMMUCH OT 3HAUCHHS QYHKIIUH

XOUIMPOBAHUA.

MOJYYCHHBIX paHEC C
IIOMOIIIBIO BBI3OBA
CryptimportPublicKeyInf
0




(CryptimportPublicKeyln
foEx) u3 ceptuduxara,
IIPOBEPEHHOIO C
TTOMOIIBIO (PYHKIIHN
CertVerifyCertificateChai
nPolicy

CryptVerifySignatur
e

®yukuus CryptVerifySignature() ocymiecTBisier mpoBepKy
QG poBoOi moaIHCH.

Paspeweno
HCTIONTF30BaHHUE TOJIBKO C
KITFOUEBBIMU
KOHTEHHEpaMy,
MTOJTy9€HHBIMU paHee C
MTOMOIIIbIO BBI30Ba
CertGetCertificateContext
Property u3 ceprudukara,
MIPOBEPEHHOTO C
TOMOIIBIO (PYHKIIHN
CertVerifyCertificateChai
nPolicy

(I)yHKIII/II/I paﬁOTBI C cean(])mcaTaMn, CIIMCKaAaMHU AaHHYJ/JIMPOBAHHBIX CepTI/I(l)I/IKaTOB, XPpaHWIHILIEM

cepTU(PUKATOB

CnMCcKH aHHYJTHPOBAHHBIX CePTU(PUKATOB

CertAddCRLContext
-ToStore

Oynkuusa CertAddCRLContext-ToStore qoGasmsier
koHTeKCT COC B XpaHWJIUINE CEPTUPUKATOB,

CertAddCRLLinkTo

CDYHKI_II/IH CO34acCT CCBUIKY Ha CITMCOK aHHYJIMPOBAHHBIX

Store cepTu(UKATOB B IPYIOM XPaHHIIUIIE
Oynknus CertAddEncoded-CRLToStore co3naet KOHTEKCT
CertAddEncodedCR COC wu3 3akoauposarnHoro COC u m006aBJsieT ero B
L-ToStore xpaHuaile cepTuduraToB. OyHKIUS CO3AET KOMUIO

koHTekcTa COC mepen no0aBIeHNEM €T0 B XpaHUIIHIIIE.

CertEnumCRLsInSto
re

Oynknus CertEnumCRLSIN-Store nmomyyaet nepBbiii uiu
cnenyrommit COC B xpanunuiie. Jta QyHKIUS
WCIIOJIB3YETCA B IIUKJIE IS TOTO, YTOOBI MTOCIEI0BATEIHHO
nonyuuts Bce COC B XpaHWIHILE.

CertFreeCRLContext

Oyuxims CertFreeCRLContext ocBoO0XIaeT KOHTEKCT
COC, yMeHbl11as1 CYETUUK CCHUIOK Ha enuuuity. Korga
CYETUYHK CCBUIOK OOHYIseTCS, (DYHKITHS
CertFreeCRLContext 0ocBOOOX1aeT MaMsITh, BEICICHHYIO
nox koHTekct COC.

CertCreateCRLConte
xt

Oynknus CertCreateCRL-Context cozmpaet konteker COC
u3 3akoaupoBanHoro COC. Co3gaHHBIA KOHTEKCT HE
MoMeIIaeTcs B Xpanuiuiie ceptudukaros. B coznannom
KOHTEKCTE (DYHKIMS pa3MeIIaeT KOO 3aKOANPOBAHHOTO
COC.



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376012(v=vs.85).aspx
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CertDeleteCRLFrom
Store

QYHKINA yIATSIeT COUCOK aHHYJIMPOBAHHBIX
CepTU(HKATOB U3 XPAHUIIHIIA

CertDuplicateCRL-
Context

Oynkuusa CertDuplicateCRL-Context my0maupyeT KOHTEKCT
COC, yBenmnumBast cueTdnk cchiiok Ha COC Ha enuHUILY.

CertFindCRLINnStore

Oynknusa CertFind CRLInStore HaxoauT nepBoIid WiH
cnenyromuit kontekeT COC B XpaHUIuUIIe cepTu(hUKaToB,
KOTOPBI COOTBETCTBYET KPUTEPHUIO TIOMCKA,
onpexaensiemomy mapamerpom dwFindType u cBs3aHHBIM C
HuM pvFindPara. Dta QyHKIMS MOKET OBITH HCTIONB30BaHA
B IIUKJIE IS TOTO, 9TO0BI HaiiTh Bce COC B XpaHUIIHIIE
CepTU(UKATOB, YOBICTBOPSIONINE 3aIaHHOMY KPHTEPHIO
TIOUCKaA.

CertDeleteCertificate
-FromStore

Oynknus CertDeleteCertificate-FromStore ymanser
onpeneneHubd kKoHTekeT COC U3 XpaHunuiia
cepTU(UKaTOB.

CertFindCertificateln

OyHKIMS OCYIIECTBISET TOUCK 3aJaHHOTO CEPTU(HKATA B

CRL CIIICKE aHHYINPOBAHHBIX CEPTH(PUKATOB
Oynkius CertGetCRLFrom-Store mosry4aer nepBblil Win
CertGetCRLFromSto | cnenyromuit korTekeT COC asist onpenesIeHHOTo H3/1aTes
re cepTuduKaTa U3 XpaHUJIHIIA CEPTUPHUKATOB. ITa QYyHKIUS

TaKXe OCYILECTBISIET BO3MOXKHYI0 poBepky COC.

CertSerializeCRLSto
reElement

DyHKIUS CepUAIM3ALUH CIIMCKA aHHYJIUPOBAHHBIX
cepTU(HKATOB CO CBOUMH CBOMCTBAMH

Pacmupennsbie cBoiicTBa cepTU(UKATA CIMCKA AHHYJIUPOBAHHBIX cepTuduraToB u CTL

CertGetCRLContext- Oynknus CertGetCRLContext-Property nomydaer
Property pacipeHHble cBoiicTBa onpeaeneHHoro konrekcra COC.

CertSetCRLContext- ®ynkuua CertSetCRLContext-Property yctanasnupaer
Property pacirpeHHble cBoiicTBa onpeaeneHHoro konrekcra COC.

CertGetCertificate-
ContextProperty

@ynxkims CertGetCertificate-ContextProperty momydaer
UH(POPMAIIHIO, COJIEPHKAIILYIOCS B PACIIUPEHHBIX CBOMCTBAX
KOHTEKCTa cepTu(HKaTa.

CertEnumCertificate-
ContextProperties

@Oyuknus CertEnumCertificate-ContextProperties
MO3BOJIACT NCPCUUCIIUTD I/IH(i)OpMaI_II/IIO, COACPIKALIYHOCS B
pacUIMpEeHHBIX CBOHCTBAX KOHTEKCTA CEPTU(UKATA.

Oynknus CertSetCertificate-ContextProperty

CertSetCertificate- “rama 26T DACIIHDEHHELE CEONHCTEA
TaHABJIMBACT PaCIIMPEHHbIC CBOMCTBA ISt
ContextProperty s P P
OIpeIeIICHHOT0 KOHTEKCTa cepTH(hUKaTa.
CertEnumCRLConte [Nepeuncrienne pacuMPEeHHBIX CBOMCTB CIHCKA

xtProperties

AHHYJIMPOBAHHBIX CEPTUPHUKATOB

CertEnumCTLConte

ITepeunciienne pacmupeHHBIX cBOMcTB CTL
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xtProperties

CertGetCTLContext .
[Toygenue pacmmpennoro ceoiictea CTL
Property
CertSetCTLContextP
YcranoBka pacmmpeHHbBIX cBoiicTB CTL
roperty
@OyHKIUM padoTsl ¢ cepTHhUKaATAMH
CertAddCertificate- Oyuknus CertAddCertificate-ContextToStore qo6asisier
ContextToStore KOHTEKCT cepTu(uKaTa B XpaHWIUIIE CEPTHHUKATOB.
CertAddCertificateL i Jlob6aBisieT CChUIKY Ha CEPTH(UKAT B JPYTOM XPAHHIIHIIC
nkToStore Y P Y P -
Oynkuusa CertAddEncoded-CertificateToStore cozmaet
CertAddEncoded- KOHTEKCT CepTU(HKaTa U3 3aKOJUPOBAHHOTO CEPTU(HKATA

CertificateToStore

1 100aBIsIeT ero B XpaHwiuie ceptudukaroB. Co3maHHBINA
KOHTEKCT HE COACP)KUT HUKAKUX PACIINPEHHBIX CBOWCTB.

CertEnumCertificate
s-InStore

Oynknusa CertEnumCertificates-InStore momygaer nepBbrit
WIN CIIEAYIOIIUH CEpTUPHKAT B XPaHUIIUILE CEPTUPUKATOB.
OTa QYHKIHS UCHOIB3YeTCS B IUKIIE TSI TOTO, YTOOBI
HOCJIETOBATENIHLHO MOTYYUTh BCE CEPTU(PHKATHI B
XPaHUJIHIIE CePTUPHUKATOB.

CertFreeCertificate-
Context

Oynkuus CertFreeCertificate-Context ocBoOoxkgaeT
KOHTEKCT cepTu(uKaTa, yMEeHbIIasi CYeTYNK CCHUIOK Ha
SIMHHMILY.

CertCreateCertificate
-Context

Oynxmus CertCreate-CertificateContext cozjaeT KOHTEKCT
cepruduKara U3 3aK0JUPOBAHHOTO CEPTUDHKATA.
Co3/1aHHBIN KOHTEKCT HE TIOMEIIAETCS B XPAHUIIUIIIE
ceprudukaro. B co3maHHOM KOHTEKCTE (HYHKIIHUSI
pa3MelniaeT KOMHIO 3aK0JMPOBAHHOTO CepTU(HKATA.

CertDuplicate-
CertificateContext

®ynkums CertDuplicate-CertificateContext nyonupyer
KOHTEKCT CepTH(UKATa, YBEINUMBAsK CICTIYHK CCHLIOK Ha
CIUHUILY.

CertFindCertificate-
InStore

®ynknusa CertFindCertificate-InStore HaxouT MepBBIN WK

CIIeIYIOIINN KOHTEKCT CepTU(HUKATA B XPAHUIIHILE
cepTu(hUKaTOB, KOTOPBIA COOTBETCTBYET KPUTEPHUIO TIOMCKA,
onpezaensiemomy mapamerpom dwFindType u cBs3aHHBIM C
HuM pvFindPara.

CertDeleteCertificate
-FromStore

Oyuxmus CertDeleteCertificate-FromStore ynansier
OIpe/ICICHHBI KOHTEKCT cepTU(UKATA U3 XPAHMIHIIA
cepTu(UKaTOB.

CertGetSubject-

CertificateFromStore

®ynkuus CertGetSubject-CertificateFromStore momydaer
KOHTEKCT cepTH(HUKATA 3 XPAHWINILA CEPTU(UKATOB,
OJTHO3HAYHO ONpeeNIAeMbIid €ro u31aTesieM U CEpUMHBIM
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HOMEPOM

CertGetlssuerCertific
ateFromStore

ITouck cepTudhHUKaTOB U3AaTENCH 3aaHHOTO cepTUudUKaTa

CertGetSubjectCertif
icateFromStore

[owuck cepTudukara 1Mo cepuitHOMY HOMEPY U H3/IaTEII0

CertGetValidUsages

IMouck nepeceuyenus: KeyUsage niis maccuBa
CEepPTU(PHUKATOB

CertSerializeCertific

Cepuranm3zanys dIeMeHTa XpaHmIAIIa

ateStoreElemene
OCSsP
CertAddRefServerOc VYBenmnuenwne cyetuynka ccbuiok Ha OCSP oTBeT
spResponse
CertAddRefServerOc
VYBennuenne cyeTynka ccbuiok Ha koHTeKCT OCSP oTBeTta
spResponseContext

CertCloseServerOcsp

3akpeitue geckpuntopa OCSP orsera

Response
CertGetServerOcspR
P [Tonyuyenue kontekcta OCSP oTBera
esponseContext
CertOpenServerOcsp Otkpoitue neckpunropa OCSP oteera jyis 3aaHHOMN
Response HETOYKH CEPTUPHUKATOB

Oxonnble GyHKIIUU

CertSelectCertificate

OTtobOpakeHne auanora BeIOOpa cepTudukara 1o 3aJaHHbIM
KPUTEPHSIM

CryptUIDIgCertMgr

OTto0pakeHHe AUaNora ynpasieHus: cepTudruKaTaMu

CryptUIDIgSelectCe
rtificate

OtobpakeHue auanora Beioopa ceprudukaTa

CryptUIDIgSelectCe
rtificateFromStore

OTtobpakeHue auanora BpiOopa ceprudukaTa u3
XpaHWIUINA

CryptUIDIgViewCer
tificate

OTto6paxkeHne quanora co CBOWCTBaMH cepTudHKaTa

CryptUIDIgViewCon
text

OtoOpakeHue ceprudukara, Crikcka aHHYJIUPOBAHHBIX
ceptudukaros i CTL

CryptUIDIgViewsSig
nerinfo

OTtoOpaxkeHue auaiora ¢ MH(GOpMaIreH O MO ITHUCABIIEM

CertSelectionGetSeri
alizedBlob

Cepuanuzanus cepTudukara u3 CTpyKTYpbl, HCIIOJIB3YEMOM
IUIs1 OTOOpaKEeHUs



http://msdn.microsoft.com/en-us/library/windows/desktop/aa376085(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376085(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376090(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376090(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376091(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376569(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376569(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376019(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376019(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376020(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376020(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376025(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376025(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376088(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376088(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376558(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376558(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376568(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380286(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380287(v=vs.85).aspx
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GetFriendlyNameOf

[Ipeobpa3zoBaHrie UMEHU cepTUDUKATA K «IUTAEMOMY»

Cert BUIY
DOyHKIUM IPOBEPKH LeNMoYeK
. e Oynknus CertVerifyCertificate-ChainPolicy nposepsiet
CertVerifyCertificate }; ouky ceprinth ya OB HA TOCTOBEDHOC ymp mpa
. . TIOYK TU(PHUKATOB H TOBEPHOCTD, BKJIIOYASI
-ChainPolicy . Y eep 8 P
COOTBETCTBHE KPUTEPUIO HCTHHHOCTH.
dyukuus CertGetCertificate-Chain crpout nenouky
CertGetCertificateCh CepTU(HKATOB, HAUMHAA C [TOCIIETHETO CEPTU(HKATA, B
ain 00paTHOM HampaBJICHUH JI0 IOBEPEHHOTO KOPHEBOTO

cepTH(HKATa, ECIIU 3TO BO3MOXKHO.

CertFreeCertificate-

Oyuxims CertFreeCertificate-Chain ocBoboxmaet rienmouky
cepTu(HUKATOB MyTEM YMEHBIICHHUS CUETUMKA CCHLIOK.

Chain Ecnu cyeTynk cChUIOK paBeH HYJIIO, TO MaMSITh,
BBIJICJICHHAS TIO/T IIETIOYKY, OCBOOOXK1aeTCsl.
Oynxnus CertCreateCertificate-ChainEngine co3nmaet
. kouTekcT HCERTCHAINENGINE, KOTOpBIN I03BOJISET
CertCreateCertificate e Abane CXAHIAMA TIOC fe enoMK
. . HU3MCHATD I1 M bl MCXaHHN3Ma I10CT HUA HCIIOYKHU
-ChainEngine paMeTp P

ceptudukaros. [103BoIsIET OrpaHUUNBATH MHOXKECTBO
JIOBEpEHHBIX CePTH(HUKATOB.

CertFreeCertificate-
ChainEngine

dyukuus CertFreeCertificate-ChainEngine oceoboxmaer
koutekct HCERTCHAINENGINE.

CertCreateCTLEnNtry
FromCertificateCont
extProperties

Co3nmanue CTL Ha ocHOBE CBOMCT aTprOyTOB KOHTEKCTA
ceprudukara

CertDuplicateCertific
ateChain

ﬂy6J'II/Ip0BaHI/Ie KOHTCKCTa ICIIOYKH.

CertFindChainInStor

CDyHKL[I/ISI MMOCTPOCHHA LNCIIOYKHU 10 3aJaHHBIM KPUTCPHUAM

e U3 XpaHUIIKIIA
CertFreeCertificateC
hainList CDYHK]_II/IH OCB060>KI[6HI/I$I MacCCHBa ILICITOYCK

CertlsValidCRLForC

OyHKIMS TPOBEPKU HATTMYMSI CEPTUHKATA B CITUCKE

ertificate AHHYJIMPOBAHHBIX CEPTUPHUKATOB
CertSetCertificateCo .
. YcTaHOBKa CBOWCTB B KOHTEKCT cepTU(HUKATa HA OCHOBE
ntextPropertiesFrom CTL
CTLEntry
Pacimmmpennble cBoiicTBa cepruduxara (EKU)
®ynkuus CertGetEnhanced-KeyUsage nmonyuaer
CertGetEnhancedKe WH(pOPMAITHIO O PACIITUPEHHOM HCIIOJE30BAHIH KITIOYA U3
y-Usage COOTBETCTBYIOLIETO PACIIUPEHUS WIN U3 PACHIMPEHHBIX

CBOMCTB ceprudukara. PacuiupeHHoe HCIOIb30BaHUE
KJII0Ya CTY>KUT IPU3HAKOM MPABOMEPHOTO UCTIOIB30BaAHUS

9
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ceprudukara.

CryptAcquireCertific
atePrivateKey

Oynkusa CryptAcquire-CertificatePrivateKey momyuaer
neckpunrop HCRYPTPROV u mapamerp dwKeySpec ams
OIIpEeEIeHHOT0 KOHTEKCTa CepTH(HUKATA.

@DyHKIUHA PadOTHI ¢ HIEHTH(PUKATOPAMH

CryptFindOIDInfo

Oynknust CryptFindOIDInfo nmonyyaer nepByto
MIPENONPEACTICHHYIO WX 3aPEerUCTPUPOBAHHYIO CTPYKTYPY
CRYPT_OID_INFO, cornacoBaHHYy!O C OIpeeIeHHBIM
TUIIOM KJIIOYa U C KII0UOM.

CryptEnumOIDInfo

HepechneHHe 3apCTUCTPUPOBAHHBIX I/II[CHTI/I(I)I/IKaTOpOB u
MOJIy4YCHUC I/IH(bOpMaHI/II/I JJI1 HUX

@DyHKIUHA padoThI ¢ XPaHWINILEM

CertOpenStore

Oyukuus CertOpenStore OTKphIBa€T XPAHUINLIE
CepTU(HKATOB, UCTIONB3YS 3aJJaHHBIN THIT IPOBaiIepa.

CertDuplicateStore

Oynknusa CertDuplicateStore gyomupyeT necKkpumnTop
XpaHujiniia, yBeIn4ruBasg CYHCTUUK CChUIOK Ha XpaHUIUIIa
Ha eIMHHILY.

CertOpenSystemStor
e

Oynkrus CertOpenSystemStore ucmonb3yercs st
OTKPBITHSI HAH0OJIEe YaCTO UCTIONb3yEMbIX XPAHUIIHUIIL
cepTU(UKaTOB.

CertCloseStore

Oynknus CertCloseStore 3aKpbIBaeT IECKPUNITOP
XpaHWJIHMIIA CEPTU(PHUKATOB U YMEHBIIAET CUETUYUK CCHIJIOK
Ha XpaHWIUINA Ha eTUHUILY.

CertAddStoreToColl
ection

ﬂO6aBJ’IeHI/Ie XpaHWIUIa B KOJUICKIIUIO

CertControlStore

YcraHoBKa HOTU(UKALNY TP PA3INUUAX B
3aKeNTMPOBAHHOM XPaHWIHUINE W (HPU3NIECKOM XPaHUIIHIIE

DyHKUMH, HCTIOIb3YeMble I paGoThl ¢ OTKPBLITHIMH JAHHBIMH H

00bLeKTaMH

CryptimportPublicK
ey-InfoEx2

Oynknust CryptlmportPublic-KeyInfoEx2 umnoptupyer
nHpopmaiuio 06 oTkpsiToM KiItoye B CNG 1 Bo3BpalnaeT
JECKPHUIITOP OTKPBITOTO KIIOYA.

CryptimportPublicK
ey-InfoEx

®ynkuus CryptlmportPublic-KeyInfoEX umnoprupyer
nHpopmaiuio 06 oTkpsiToM Kitoue B CSP 1 Bo3Bpamiaer
JECKPUITOP OTKPHITOTO KIIFOYA.

CryptimportPublicK
ey-Info

Oyuxkims CryptlmportPublic-KeyInfo npeobpazoBsiBaet u
UMIOPTUPYET HH(POpMAIHIO 00 OTKPHITOM KIIOUE B
MpoBaii/iep ¥ BO3BpalIaeT AECKPUIITOP OTKPBITOIO KIII0Ya.

CryptExportPublicK
ey-InfoEx

Oynknus CryptExportPublic-KeyInfoEx sxkcoptupyer
UH(OPMAIIIO 00 OTKPBITOM KITIOYE, CBI3aHHYIO C
COOTBETCTBYIOIIMM CEKPETHBIM KJIIOUOM IIpOBaiiiepa.
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http://msdn.microsoft.com/en-us/library/windows/desktop/aa379928(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376022(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376022(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/aa376031(v=vs.85).aspx

CryptExportPublicK

Oyuxrms CryptExportPublic-KeyInfo skcoprupyer
UHQOPMAITHIO 00 OTKPBITOM KITIOUE, ACCOIIMUPOBAHHYIO C

ey-Info COOTBETCTBYIOIMM CEKPETHBIM KIIFOYOM IMTpOBaiiiepa.
Oynkuusa CertCompare-Certificate cpaBHIBaeT 1Ba
CertCompareCertific | ceprudukara ans Toro, 4ToGb! ONPEIEIUTS, ABIAIOTCS JIH
ate

OHHM UJICHTUYHBIMH.

CertComparelnteger-
Blob

Oynknus CertComparelnteger-Blob cpaBHuBaet apa
LIEJIOYUCIICHHBIX 011002 17151 OnpeiesieHusl TOro,
MPEICTaBIISIIOT I OHU cO00M ABa PaBHBIX YHUCTIA.

CryptExportPublicK
eyInfoFromBCryptK

OkcnoptupyeT HHQOPMALIHIO 00 OTKPHITOM KITFOUE,
ACCOLIMUPOBAHHYIO C COOTBETCTBYIOIIUM CEKPETHBIM

eyHandle KJIFOUOM TIpoBaiepa.
DYHKIMY KOTHPOBAHMS/IEKOTHPOBAHMS
Oynkuus CryptDecodeObject nucnonp3yrores s
CryptDecodeObject JEKOJMPOBaHUS CEPTUPHUKATOB, CIIMCKOB aHHYJIHPOBAHHBIX
ceprudukaroB (COC) u 3ampocoB Ha CEPTUPUKATHI.
Oynknust CryptDecodeObjectEx ncnonb3ytoTes ass
CryptDecodeObjectE | pexommposanus cepriduKaToB, CIHCKOB aHHYIHPOBAHHBIX
X cepTU(UKATOB U 3aIIPOCOB Ha CEPTUDHUKATHI
Oynknus CryptEncodeObject ncnons3yrores mis
CryptEncodeObject KOJMPOBAHHS CEPTHU(PHUKATOB, CIIUCKOB aHHYIMPOBAHHBIX
cepTu(UKaTOB M 3aPOCOB HA CEPTUDUKATHI.
Oynknust CryptEncodeObjectEx ncnonb3yroTest st
CryptEncodeObjectE |  konupoBarust cepTHdUKATOB, CIMCKOB AHHYIHPOBAHHBIX
X cepTU(UKATOB M 3aIPOCOB HA CEPTUPHKATHI.
IHony4yenune 00bEKTOB U3 YAAJEHHBIX HCTOYHUKOB
CryptRetrieveObject- Oynknus CryptRetrieveObject-ByUrlA nonydaet 00bekT
ByUrIA UH(PACTPYKTYpBI OTKPHITHIX Kitouei no 3ananHomy URL.
CryptRetrieveObject- Oynknus CryptRetrieveObject-ByUrlW sisisiercst unicode
ByUrlW Bepcueit pynkuuu CryptRetrieveObject-ByUrlA.
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http://msdn.microsoft.com/en-us/library/windows/desktop/dd433802(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd433802(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd433802(v=vs.85).aspx
mk:@MSITStore:C:/Perenos/CHM/CAPILite_4_0.chm::/html/group___p_k_i_func_1g47eca0cd82022f176f483f998dbcae6d.html

